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Abstract

Organizations need to manage numerous business processes for delivering their services and products to customers. One
important consideration thereby lies in the adherence to regulations such as laws, guidelines, or industry standards. In order
to monitor adherence of their business processes to regulations — in other words, their regulatory compliance — organizations
make use of various techniques that draw on process execution data of IT systems that support these processes. Previous
research has investigated conformance checking, an operation of process mining, for the domains in which it is applied,
its operationalization of regulations, the techniques being used, and the presentation of results produced. However, other
techniques for regulatory compliance monitoring, which we summarize as compliance checking techniques, have not yet
been investigated regarding these aspects in a structural manner. To this end, this work presents a systematic literature review
on uses of regulatory compliance monitoring of business processes, thereby offering insights into the various techniques being
used, their application and the results they generate. We highlight commonalities and differences between the approaches and
find that various steps are performed manually; we also provide further impulses for research on compliance monitoring and

its use in practice.

Keywords Conformance checking - Compliance monitoring - Regulations - Literature review

1 Introduction

In order to deliver their services and products to customers,
organizations must manage a broad range of business pro-
cesses [1]. These business processes can be understood
as structured and repeatable sets of activities designed to
achieve specific business objectives [2]. In practice, these
business processes are usually subject to regulations, such as
laws, industry standards, or guidelines [3]. These regulations
originate from the processes environment and govern their
execution by imposing constraints upon them. For businesses
to achieve organizational success, it is important to comply
with relevant regulations [4], as not doing so could bring
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about unintended consequences, such as fines or loss of rep-
utation [5].

When aiming to ensure that all relevant regulations are
followed, organizations usually face two options: They can
either assess the compliance of their business processes when
they are designed [6] (so that an implementation is automat-
ically compliant), or monitor their compliance during and
after execution [7]. Notably, compliance monitoring brings
the possibility of designing process execution in a more
flexible manner, while still ensuring compliance, in com-
parison to a process that is compliant by design but must
be strictly adhered to during execution to not violate com-
pliance. One particular technique, conformance checking [8],
has been developed in the fields of business process manage-
ment (BPM) and process mining, which has been identified
as a useful technique for regulatory compliance monitoring
[5]: With conformance checking, the conformance of real-
world process execution to desired process behaviour can be
assessed in a data-driven manner.

Existing research has already investigated conformance
checking uses for regulatory compliance monitoring [5];
however, other techniques for checking compliance, such as
those based on complex event processing also exist and can
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be applied for monitoring business process compliance [9].
While a wide range of research on applications of compliance
monitoring has been conducted (e.g. case studies that use
conformance checking [10], contributions that investigate
the potential for regulatory compliance monitoring with con-
formance checking more abstractly [11]), research currently
does not provide a general overview of usages of various
techniques available for monitoring regulatory compliance
of business processes. To provide such an overview, thereby
increasing awareness of existing approaches and identifying
the potential for further contributions, we conduct a system-
atic literature review. In doing so, this work aims to answer
the following research questions:

RQ1 What are existing peer-reviewed studies that prac-
tically apply compliance monitoring techniques to
assess the regulatory compliance of business pro-
cesses?

RQ2 What characterizes the actual compliance monitoring
approaches in the contributions?

RQ3 What are, based on the characterization of existing
studies, potential areas of further investigation for the
application of compliance monitoring techniques?

This paper is based on a previous study, where we
reviewed conformance checking uses for regulatory com-
pliance monitoring purposes [5]. Extending our focus, we
now additionally investigate usages of further techniques that
existin the research space of regulatory compliance and BPM
in our review, and take further aspects such as the origin and
availability of process execution data used in the investigated
studies into account. We also describe our research method
in more detail and, in light of our broadened scope, extend
the results and discussion provided herein.

The remainder of this article is organized as follows: In
Sect. 2, we provide background on compliance monitoring
in general and conformance checking in particular, as well
as related work. In Sect. 3, we present our research method
for identifying and synthesizing relevant studies. In Sect. 4,
we provide our analysis of the relevant studies, while we
discuss our findings and the overall contributions in Sect. 5.
We conclude in Sect. 6, where we also present potential for
future work.

2 Background and related work
In the following, we provide background on compliance

monitoring, and discuss related work that has investigated
these techniques and their applications.
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2.1 Compliance monitoring

As discussed above, it is necessary for businesses to assess
whether their behaviour complies with the regulations to
which they are subject. This act of ensuring that business
processes do not violate the regulations relevant for them
is called regulatory compliance checking [7]. One existing
type of approach, being regulatory compliance monitoring
(also known in the literature as run-time regulatory compli-
ance checking [7]), aims at monitoring process executions
to assess their compliance with regulations [12]. This type
of approach contrasts with traditional design-time regulatory
compliance checking [7], in which the process model itself
is analysed for violations of and compliance with regula-
tions. However, processes can in practice be executed in ways
that differ from the process model, thus giving relevancy to
compliance monitoring during run-time [6]. Note that while
the compliance of business processes with business rules,
that is, rules which embody organizational practice or policy
[1, Ch.4], can be assessed with compliance monitoring, we
here focus specifically on regulatory compliance. This means
assessing whether business processes comply with what law
or rules ask or order them to do [7]. While other (system)
requirements exist that need to be checked against business
process models and executions (such as user requirements
and design properties [7]), the importance of regulations that
impose constraints on the behaviour of business processes,
and the need of proving that these constraints are adhered
to, motivates the focus of this study. Here, we concentrate
on regulatory compliance of business processes specifically,
instead of verifying the behaviour of a system and its imple-
mentation against a business process model more generally.

In research, various techniques for regulatory compliance
monitoring have been identified as useful, among them con-
formance checking [5]. In the following, we provide, as
background information, a brief overview of the most salient
techniques. Figure 1 provides a conceptual overview of com-
pliance monitoring.

In general, regulations are usually available in the form
of textual documents [5]. Hence, for monitoring regulatory
process compliance, a specification, or operationalization,
becomes necessary to relate the regulation to the business
process under investigation. Depending on the technique and
approach, which we will further elaborate upon in the follow-
ing, different formal representations are created: Regulatory
constraints relevant for a business process are operational-
ized, that is, used to create prescriptive process models or
specific formal process constraints. These are subsequently
used in various compliance monitoring techniques. Regard-
less of techniques and the type of approach (i.e. whether
design-time or run-time regulatory compliance is checked
with specific techniques), these operationalized regulations
are intermediate, explicitly modelled, representations that
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Fig.1 Conceptual overview of
compliance monitoring with
conformance checking or
compliance monitoring, adapted
from [9, 11]
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encapsulate regulatory constraints, and are therefore an
important component when assessing regulatory compliance
of business processes [7].

2.1.1 Conformance checking

Central to the execution of business processes are informa-
tion systems, which capture information about the processes
and their execution in event logs. These event logs, containing
ordered records of individual process instances and the events
that record what activity has been executed when [13], are
the basis of conformance checking: The process event data of
event logs can be linked to a process model, allowing insights
into the relation between observed and modelled behaviour
[14]. Commonly considered with conformance checking is
the question of whether process behaviour captured in an
event log conforms to prescribed (normative) behaviour. This
normative behaviour is given in the form of a prescriptive
process model [7, 8]. Process models are (mainly graphi-
cal) representations of business processes, and describe the
process activities and their ordering [2]. Consequently, tech-
niques from the family of conformance checking can be
used to assess the relation of recorded and prescribed pro-
cess behaviour. Conformance checking techniques usually
express the result of such an analysis in the form of fitness
values, i.e. the degree of conformance between event log and
process model, and provide lists of deviations, i.e. recorded
process executions that deviate from the process models. Dif-
ferent techniques for conformance checking exist, mainly
differing in the type of prescriptive model they use [15].
Imperative techniques use imperative process models, such
as BPMN [16] or Petri nets, which describe only allowed
behaviour. Declarative techniques apply declarative process
models, such as Declare [17], which only express constraints
on process behaviour, instead of explicitly specifying it.
Further, hybrid techniques use a mixture of imperative
and declarative elements to prescribe behaviour of business
processes [18]. In general, prescriptive models formalize
constraints towards one or more process perspectives, which
are characteristics of processes relevant for conformance
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checking. These perspectives include the ordering of activ-
ities, temporal aspects, data and documents, and resources
that execute the process [19].

In practice, conformance checking has been identified as
a suitable and useful approach for regulatory compliance
monitoring [8]. Here, regulations relevant for a business
process are interpreted and operationalized into prescriptive
process models that express compliance constraints. These
prescriptive models are then used to monitor the regulatory
compliance of recorded process event data in the form of
event logs, with the help of conformance checking tech-
niques. This is done either based on event logs (offline
and ex-post, similar to auditing), or based on event streams
(online, during run-time). According to Groefsema et al.
[7], the main issue with using conformance checking for
regulatory compliance monitoring lies in the fact that the
prescriptive model being used must also be proven to be
regulatory compliant with regulatory compliance checking.
However, given that conformance checking is indeed applied
for regulatory compliance monitoring, a systematic investi-
gation is warranted.

2.1.2 Compliance checking

While conformance checking techniques can be used for reg-
ulatory compliance monitoring, other techniques that do not
belong to the family of conformance checking exist. Here,
we summarize them under the umbrella term of compli-
ance checking, in line with [7, 9]. Complex event processing
(CEP) [20] in particular, focussed on processing and aggre-
gating streams of process event data, has been positioned as
an enabling technique for regulatory compliance monitoring
[6, 9, 21]: In CEP, process event data generated during pro-
cess execution are collected and aggregated into higher-level
events, to which monitoring rules and constraints are applied
so that non-compliant behaviour can be detected [6, 22]. In
general, CEP can be used for monitoring various types of
system requirements, such as user requirements or design
properties regarding e.g. information flow of web services
[23]; the focus of using CEP for compliance monitoring of
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business processes, and thus of this study, rather lies on the
application of techniques for monitoring process events that
make up business process executions [9]. These business pro-
cesses in turn are subject to compliance constraints; in the
case of regulatory compliance monitoring, these constraints
are representations of regulatory constraints. We therefore do
not consider applications of approaches that focus on gran-
ularities beyond those of business process instances, such as
system requirements or service requirements, e.g. SLAs, or
compliance constraints that do not stem from regulations.

Regardless of the technique, in compliance checking
approaches, it is also necessary to interpret compliance
requirements and specify compliance constraints [9]; these
constraints, similar to a prescriptive model of conformance
checking techniques, relate to process perspectives and could
be imperative, declarative, or hybrid representations of pre-
scribed behaviour [9]. For example, declarative representa-
tions include the extended Compliance Rule Graph Language
(eCRG) which consists of control flow, data, resources and
temporal elements, with which regulatory constraints can
be expressed in prescriptive models [6, 22]; further exam-
ples include linear-temporal logic (LTL) and Declare [6].
Imperative techniques for compliance checking might use,
similar to conformance checking, traditional imperative pro-
cess models from which then monitoring queries for use in
CEP environments can be derived [24]. For a more compre-
hensive technical overview of compliance checking, we refer
to the work of Hashmi et al. [6].

In the literature, compliance checking has been character-
ized as being more suitable for monitoring regulatory com-
pliance than conformance checking. As argued by [6, 25],
this is because the imperative models typically used for con-
formance checking would primarily express business rules
and not regulatory constraints [6, 7, 25]. Business rules are
here understood as “declarations which constrain, derive and
give conditions for existence, representing the knowledge of
the business, [... and] define the conditions under which
a process is carried out or the new conditions that will exist
after a process has been completed” [26], whereas regulatory
constraints describe conditions and obligations stemming
directly from the legal domain [6, 25]. Still, existing research
also underlines similarities and synergies between confor-
mance and compliance checking approaches [9]. Further, the
difference between conformance and compliance checking
approaches has been blurred due to terminological incon-
sistencies: in fact, checking whether observed behaviour
follows a specification, is in the strictest sense conformance
checking, even if the goal is to prove regulatory compli-
ance [7]. Notably, we see conformance checking applied in
practice for regulatory compliance monitoring purposes, also
using declarative techniques and prescriptive models [5]);
we are further aware of studies that position themselves as
checking compliance directly. Therefore, it appears prudent
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to further investigate similarities and differences in practi-
cal uses of compliance monitoring as reported in studies
that position themselves as applying compliance and con-
formance checking.

2.2 Related work

Various contributions have already aimed at systematically
assessing the capabilities of existing compliance moni-
toring approaches, in particular compliance checking and
conformance checking techniques. Ly et al. [9] present a
framework for systematic comparison of compliance moni-
toring approaches along modelling requirements, execution
requirements and user requirements covered by existing tool-
ing. Modelling requirements include the ability to model
time, data, and resource constraints, whereas user require-
ments include the ability to reactively or proactively detect
violations, the ability to explain the root cause of devia-
tions, and the ability to quantify the degree of compliance.
Execution requirements relate to the ability of dealing with
information available during execution of a business process
on an event level, such as dealing with activities that are non-
atomic, checking for constraints of an activity’ life cycle,
or supporting multiple instances of the same constraint in
a single process instance. Existing compliance monitoring
approaches are classified according to whether they fulfil
these requirements by applying all of them to one particular
example.

Building on this framework, Rinderle-Ma et al. [27] clas-
sify predictive compliance monitoring approaches along
compliance monitoring requirements and capabilities. For
doing so, they extend the requirements formulated by Ly
et al. [9] with e.g. additional user requirements or data
requirements specific to predictive process compliance mon-
itoring. Similar to Ly et al. [9], they assess in how far
existing literature covers the functionality requirements they
elicited, and derive research directions from this assessment.
Requirements towards compliance monitoring approaches
are elicited from real-world case studies and literature in both
studies; however, concrete applications of these approaches
are not characterized and investigated for their particular
properties. While the requirements are useful for describ-
ing the capabilities of compliance monitoring approaches,
they are insufficient to characterize how these approaches
are applied in a way that goes beyond their ability to meet
e.g. modelling, execution, and user requirements. Instead,
we believe more emphasis should be placed on how pre-
scriptive models come to be, to what end uses of approaches
are reported, and in what ways the results are represented
(see also e.g. Rehse et al. [28]), in particular for regulatory
compliance monitoring.

Similarly, the literature on conformance checking has
focussed on technical aspects exclusively, and less on con-
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formance checking approaches. Dunzer et al. [15] analyse
conformance checking techniques for the modelling lan-
guage and the type of algorithm being used, the kind of
metric with which conformance is expressed, and the process
perspective that is considered (e.g. the ordering of activities
or temporal aspects). However, the work does not focus on
compliance checking with regulations in particular, nor is the
creation of the prescriptive models analysed. Further, Oliart
et al. [29] exclusively investigate approaches that assess clin-
ical guidelines. Concretely, the guidelines that are used by
existing studies are analysed per disease, their complexity
is assessed, as well as the prescriptive model in terms of,
e.g. nodes in the process model or number of declarative
constraints — there is no further consideration of how these
prescriptive models are created, nor what the results are or
how the techniques are applied.

Thus, we see a need to investigate how applications
of compliance monitoring use regulations in a practical
sense beyond purely technical considerations, how they are
applied, and what results they provide.

3 Research method

To address the research questions above, we conduct a
systematic literature review (SLR) to identify scientific stud-
ies that apply a) conformance checking techniques and b)
other techniques of the compliance space, for regulatory
compliance monitoring of business processes with concrete
regulations. In this, our study constitutes a descriptive review,
as we aim to identify trends and patterns in the application of
compliance monitoring techniques [30]. For this, we adhere
to the eight-step method of Okoli [31]. These steps are as
follows: (1) purpose of the literature review, (2) protocol and
training, (3) searching for the literature, (4) practical screen,
(5) quality appraisal, (6) data extraction, (7) synthesis of stud-
ies, and finally (8) writing the review. Additionally, we use
a concept matrix as a framework for presenting the results
[32].

For the purpose of this SLR, as elaborated upon in Sec. 1,
we aim to assess the existing state of the art of approaches
that apply regulatory compliance monitoring techniques, and
to identify opportunities for further research. For the proto-
col and training step, we set up a shared document in which
we documented all identified articles and reasons for their
inclusion respective exclusion. For the search step, we con-
duct two separate searches using four scientific databases
(ACM, IEEE Explore, Science Direct, Web of Science), up to
and including May 2024. Conducting two separate searches
allows us to better differentiate between studies that position
themselves as applying conformance checking techniques
and as applying compliance checking techniques for regula-
tory compliance monitoring, thus allowing us to investigate

commonalities and differences between these two perspec-
tives on compliance monitoring. Figures 2 and 3 illustrate
our search process.

The first search (subsequently referred to as Search A,
illustrated in Fig. 2), aims to identify contributions that apply
conformance checking as a technique for regulatory com-
pliance monitoring exclusively. The second search (referred
to as Search B, shown in Fig. 3), aims to identify contri-
butions that apply any other technique (which we subsume
as compliance checking following [9, 12]) for regulatory
compliance monitoring. Doing so allows us to differenti-
ate between approaches that consider compliance monitoring
from the conformance checking perspective, and those that
come from the compliance checking perspective unrelated to
conformance checking techniques.

In Search A, we explicitly focus on studies that position
themselves as applying conformance checking techniques as
an approach for regulatory compliance monitoring. More-
over, we include terms commonly associated with regula-
tions. The complete search term ( “conformance checking”
AND (“law” OR “guideline”, “manual” OR “reference” OR
“quality” OR “compliance” OR “regulation”)) is applied to
the title, abstract, and keyword search, where applicable. In
Web of Science, we filtered for the categories of computer
science and business.

In Search B, we explicitly search for studies that posi-
tion themselves as applying techniques besides conformance
checking (meaning, other compliance checking techniques)
for regulatory compliance monitoring. In line with Search
A, we include terms commonly associated with regula-
tions. The complete search term (( “compliance checking”
OR “compliance monitoring”) AND (“law” OR “guideline”
OR “manual” OR “reference” OR “quality” OR “compli-
ance“ OR “regulation”)) is applied to the title, abstract, and
keyword search, where applicable.! In Web of Science, we
filtered for the categories of computer science and business.

Aiming to investigate the scientific support for practi-
cal compliance monitoring with conformance checking and
other techniques, we have set up several exclusion (EX)
and inclusion (IN) criteria to screen for relevant studies.
In particular, we exclude (EX1) all studies that assess this
topic in an abstract manner, such as literature reviews, (EX2)
studies that provide general techniques or metrics for regula-
tory compliance monitoring without application to recorded
process executions, and (EX3) studies where compliance
monitoring techniques are not applied to a concrete business
process and regulation. We explicitly include (IN1) stud-
ies that apply compliance monitoring techniques to business

1 Note that for the search we use compliance monitoring and compli-
ance checking interchangeably for any study that mentions applications
of compliance monitoring or checking techniques, due to a certain flex-
ibility of the terms’ use we observed in the literature.
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Fig.2 Search process of Search

A for relevant literature, adapted

ACM, IEEE Xplore, Science }
from [5]

Direct, Web of Science

Candidates identified through {

conformance checking AND (law OR
guideline OR manual OR reference OR

database search (n=235) quality OR compliance OR regulation)

v In Title, Abstract, Keywords

Candidates after title/abstract
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Works identified during
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screening (n=25)
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Fig.3 Search process of Search
B for relevant literature, adapted

Included studies on
conformance checking of
regulations (n=41)

(compliance checking OR compliance

from [5]
Direct, Web of Science

ACM, IEEE Xplore, Science }

monitoring) AND (law OR guideline OR
manual OR reference OR quality OR

Candidates identified through <
compliance OR regulation)

database search (n=851)

Candidates based on expert
knowledge (n=2)

Works identified during
forward-backward search (n=2)

v In Title, Abstract, Keywords

Excluded candidates

Candidates after title/abstract }
according to criteria (n=732)

screening (n=119)

v

Excluded candidates

Candidates after full-text
} according to criteria (n=106)

screening (n=13)

v

processes (meaning, recorded process executions) against
specific guidelines, laws, regulations, manuals, etc., (IN2)
which are peer-reviewed and written in English.? This con-
stitutes the practical screen.

An initial Search A — illustrated in Fig. 2 — with the
databases and search term described above produces, after
deduplication, 235 candidates for analysis. Afterwards, we
conduct the quality appraisal by deciding, first based on the
title and abstract and then on the full text, whether the found
studies meet our criteria. In total, 51 remain after the title
and abstract screening and 25 after the full-text screening.
We add twelve papers through the authors’ expert knowledge
and identify four additional studies via a “forward-backward-
search” we conduct based on the relevant papers of the
full-text screening to find potentially missing studies. Both
steps are in line with existing recommendations for con-

2 We did not, however, exclude peer-reviewed studies based on the
venue or journal in which they appeared, in order to capture a wide
range of contributions, which is consistent with descriptive reviews

[30].
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Included studies on
compliance checking of
regulations (n=17)

ducting literature reviews to ensure that the search covers
sufficient literature [31, 33]. This leads to 41 papers we con-
sider relevant for our analysis from Search A.

For Search B, illustrated in Fig. 3, we identify 851 candi-
dates for analysis after an initial search and deduplication, as
described above. Afterwards, similarly to Search A, we con-
duct the quality appraisal; after title and abstract screening,
119 articles remain, and 13 after full-test screening. Through
a “forward-backward-search”, we identify two additional rel-
evant studies, and two via expert knowledge. Thus, Search B
has produced 17 papers we consider relevant for our analysis.

As part of papers added via expert knowledge, we filter
out studies in Search A that clearly apply compliance check-
ing techniques instead of conformance checking techniques
and add them to Search B as additional expert knowledge;
similarly, studies that clearly apply conformance checking
techniques instead of compliance checking are screened out
and added to Search A as additional expert knowledge. This
was done for five studies in total (one study from Search A to
B, and four from B to A). For clarity, Figs. 2 and 3 show these
studies as part of the “expert knowledge” step, and they have



Reviewing uses of regulatory compliance monitoring
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Fig. 4 Lifecycle and phases of compliance monitoring, adapted from
Carmona et al.’s lifecycle of conformance checking projects [8], used
in this study to guide data extraction and synthesis

been already included in the preceding paragraphs. After hav-
ing identified 41/17 (Search A/Search B) relevant studies, we
continue with data extraction and synthesis of the extracted
information for each of the two searches.

In relation to our research questions, we define a set of
categories and corresponding characteristics to capture the
distinctions within the compliance monitoring application of
each study. We first extract detailed information for each cate-
gory. Subsequently, we analyse the extracted information for
similarities in their characteristics. Finally, as the synthesis
step, we identify potential levels of abstraction that accurately
reflect the information while avoiding excessive specificity.
This approach is consistent with Okoli’s [31] methodology,
where our synthesis step is qualitative.

For the results of Search A and Search B, we identify char-
acteristics in relation to the lifecycle model of conformance
checking projects of Carmona et al. [8], which divides the
application of conformance checking into three phases: 1.)
preparation, where a prescriptive model is formalized, pro-
cess event data is captured in an event log, and the two related;
2.) action, where a compliance monitoring technique, such as
conformance checking, is applied; and 3.) reflection, where
results are interpreted and insights derived. These steps are
closely related to the generalized approach of compliance
monitoring described by Ly et al. [9] (where compliance
rules are formally specified or modelled, applied to process
event data generated by process executions, and results are
reported), although more structured with an explicit itera-
tion; therefore we adopt the conformance checking lifecycle
model as our theoretical lens. Figure 4 displays the adapted
lifecycle of compliance monitoring. The results, in the form
of a concept matrix following Webster and Watson [32], can
be found in Table 1.

For the preparation phase, we capture the process domain,
the goal with which a compliance monitoring technique is
applied (to improve compliance monitoring techniques, to

improve the business process compliance, or to demonstrate
compliance monitoring techniques), as well as whether the
prescriptive model is created manually or automatically, and
whether it is explicitly validated through e.g. process experts
or stakeholders. We also capture whether the process execu-
tion data in the form of event logs has synthetic or real-world
origins, and whether it is publicly available or not.

For the action phase, we identify whether expert knowl-
edge is necessary for applying compliance monitoring
techniques, whether imperative, declarative, or hybrid fech-
niques® are used (see [8, 86]), which process perspectives
are assessed (control flow, temporal, data, or resource, see
[19]), and whether the compliance monitoring techniques are
applied manually, in a tool-supported manner, automatically,
or in real-time (i.e. online). In contrast to [9], we also explic-
itly include the control flow process perspective. However,
we do so on a higher level of abstraction than the control flow
requirements formulated by [27], which differentiate control
flow constraints between existence, absence, and ordering
constraints. Subsuming these under the control flow perspec-
tive, as in [15], has been done to describe the application of
regulatory compliance monitoring techniques more broadly.

For the reflection phase, we capture the different rypes
of results and their representation (i.e. whether compli-
ance is qualified, quantified, broken down and compared, or
explained and diagnosed, following a classification of repre-
sentations identified from current process mining tools [28]).
Here, we focus on understanding why and how results of reg-
ulatory compliance monitoring are presented, as opposed to
determining whether existing approaches are able to provide
specific insights to users [9, 27]. Doing so, we find that qual-
ifying the overall degree of regulatory compliance is also
relevant in concrete applications, something not explicitly
covered by related work [9, 27].

For Search A, the screening, data extraction, and synthesis
steps were performed by both authors and a research assis-
tant. The initial papers found in Search A were distributed
among them for further analysis as described above, and the
results of that analysis were combined in a discussion. During
this discussion, unclarities and disagreements were resolved.
For Search B, the main author and another research assistant
performed the screening, data extraction, and synthesis steps
in a similar manner, while re-using the coding scheme devel-
oped during Search A. Again, they combined the results of
their analyses in a discussion, and resolved unclarities and
disagreements. Finally, the main author performed an assess-
ment of the entire result of Search A and B, and discussed

3 This we determine primarily based on the type of prescriptive model
— i.e. declarative, imperative, or hybrid — since the exact technique
for regulatory compliance monitoring was not made transparent in all
studies we investigated. Nonetheless, the way in which compliance con-
straints are formalized appears to be a good indicator of the type of
technique applied to them.
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Table 1 Concept matrix [32] displaying the synthesis results. PM refers to prescriptive model; the domains and results are abbreviated
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[44]
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A
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A
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[52]
(53]

A
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[54]
[55]
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A
A

Man

[56]
[57]
[58]

HC,Fin
HC

HC

[59]

DP

(60]

[61]

DpP

HC

[62]

HC

[63]

HC

[64]
[65]

HC

HC

[66]
[67]

HC
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Qs



Reviewing uses of regulatory compliance monitoring

Table 1 continued
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The domains are Customer Services, Data Processing, Education, Finance, Healthcare, IT Service Management, Human Resources,
Manufacturing, Nuclear Power, Public Services, Rent, Science, Software, Supply Chain, Trade. Besides Qualify and Quantify, the results
contain Breakdown and Compare, Localize and Show, and Explain and Diagnose

final changes to the analysis among the author team, until
a consensus was reached. In Table 3, we provide a detailed
description of the categories and characteristics we extracted
in Table 1. In the following, we analyse the resulting synthe-
sis along its dimensions, thereby writing the review.

4 Results

After inductive coding and synthesizing the 58 (41 of Search
A, 17 of Search B) relevant studies, we analyse the resulting

data, in order to characterize their compliance monitoring
mechanisms and their usages. This is done along the three
phases of conformance checking projects [8], being prepa-
ration (Sec. 4.1), action (Sec. 4.2), and reflection (Sec, 4.3).
We also describe commonalities and differences between the
uses found in the two searches. Generally, we can observe,
as shown in Fig. 5, that we find far fewer studies that posi-
tion themselves as compliance checking than those framed
as conformance checking studies. We also note that while
conformance checking studies were published quite early,
they appear to peak slightly later than compliance checking
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Fig.5 Distribution of studies
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studies, which might hint at a shift in research interest or a
change in the positioning of the studies; similarly, compli-
ance checking studies seem to tail off after having reached a
peak in 2017.

4.1 Preparation

Domain First, we analyse the domains in which conformance
checking and compliance checking techniques are applied
for regulatory compliance monitoring. Figure 6 shows an
overview of the domains we identified.

The majority of conformance checking studies focusses on
the area of healthcare (21 studies), with finance being second
(seven studies). Other areas, such as public services (three
studies) or data processing (two studies), are also present.
The prevalence of healthcare and finance seems to indicate
that regulations in these areas are well-suited to be assessed
with conformance checking.

The set of compliance checking studies, on the other hand,
shows a broader distribution of domains (including one study
in a healthcare setting): From healthcare, human resources,

@ Springer

rent, public services to trade, supply chains and customer
service, seven different domains are covered. This seems
to suggest a broad applicability of compliance checking in
many areas, although we observe a slight focus on healthcare-
related studies (five times), trade and supply chain (four
times), as well as finance and public services (three times,
two times).

Goals Second, we consider the goals of the studies we
analysed. An overview of our findings is provided in Fig. 7.

Regarding the explicitly stated goals of the studies for
applying conformance checking techniques, we see that those
in the area of healthcare mainly aim to improve the confor-
mance checking technique and its application (15 of 21) or
to demonstrate the applicability of conformance checking
(eleven of 21), whereas only around a third of the studies
making use of healthcare-related regulations aim to improve
the process itself. Similarly, no finance-related contribution
aims to provide actual process improvement, but all of them
aim to improve conformance checking techniques, and two
out of seven explicitly intend to demonstrate them. This ten-
dency is noticeably present across all domains we identified,
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Fig.7 Distribution of goals found in the studies identified with Search
A (conformance) and Search B (compliance)

with more than two thirds (28) aiming to improve techniques,
more than half aiming to demonstrate them (21), and less than
half of the studies (16) aiming to investigate actual process
improvement.

For compliance checking applications, the situation is
slightly: more than half (i.e. ten of 17) of the studies aim
to improve compliance checking techniques and their appli-
cation, only two of 17 studies aim to improve the business
process itself, and little over two fifths (i.e. seven of 17
studies) aim to demonstrate the application of compliance
checking. Notably, all three studies that explicitly set out to
improve process compliance are situated in the area of trade
and supply chains.

Prescriptive Model Creation Third, we consider how pre-
scriptive models are created in the relevant studies. In all
conformance checking and compliance checking studies, we
see that no contribution out of the 58 identified studies auto-
matically creates them based on the relevant regulations.
In fact, all studies rely on manual input for creation of
the required prescriptive model. Notably, the exact opera-
tionalization that led to the model is largely not described in
detail, and instead, only descriptions or visualizations of them
are provided. For example, in [34], a BPMN model is cre-
ated manually with and validated by process experts (in this
case, bank managers), and further requirements are provided
informally by bank managers and auditors, and manually
translated into LTL formulae by the authors.

Prescriptive Model Validation Additionally, we note that
in less than one third of the conformance checking studies (13
of 41), the prescriptive model is explicitly validated by the
authors in conjunction with stakeholders or process experts.*
Interestingly, around half (seven of 13) of those studies in

4 The remaining studies did not mention whether the prescriptive model
was evaluated or not. Hence, we only capture whether an explicit eval-
uation took place.

which a validation is reported are in the healthcare domain.
We assume that this may be because of the need for expert
involvement in healthcare settings to even operationalize the
treatment guidelines, so that validation is a comparatively
trivial addition.

In contrast to this, only two of the 17 compliance check-
ing studies explicitly mention a validation of the prescriptive
model that has been used.> This may be linked to the prevalent
technique improvement goal we see in compliance checking
studies: in order to improve compliance checking techniques,
the prescriptive models may not need to be evaluated since
an evaluated prescriptive model is less relevant here than for
demonstrating techniques or improving actual process com-
pliance.

Data Origin and Data Availability For the final aspect of
the preparation phase, we look at the origin and availability of
the process event data used in the analysed studies. In Fig. §,
we provide an overview of our findings.

As to the conformance checking studies, 35 of 41 confor-
mance checking studies use real-world data, although only
in seven cases this data is available. Usually, available real-
world process event data stems from the Business Process
Intelligence Challenge (BPIC) (e.g. [57]), but also from data
provided by a governmental data sharing portal [52] or a pub-
licly available clinical database [39]. 21 of 35 applications
with real-world data are in the healthcare domain, which is
also the most represented domain in the conformance check-
ing studies. On the other hand, only six of 41 studies use
purely synthetic data, which is made available in one case.
We therefore observe a low overall availability of process
event data in the conformance checking space but a high
degree of real-world data.

In the compliance checking studies, we see real-world
process event data being used in twelve of 17 studies, and
synthetic data in six of 17 studies. However, only in four of
the real-world studies, this data is actually available —notably,
three of them employ BPIC event logs which have been made
available for research purposes beforehand [9, 12, 80].

4.2 Action

Technique The conformance techniques used in the inves-
tigated contributions, are largely imperative, with less than
a third (i.e. eleven of 41) declarative and only two hybrid
techniques. The largest share of declarative techniques is
present in the healthcare domain (eight of eleven), under-
lining that the nature of clinical guidelines may be especially
suited for declarative techniques. For example, [36] translates
aclinical guideline into a formal representation based on log-
ical programming that combines declarative and imperative

> As above, we only noted explicit evaluations, since the remaining
seven studies did not mention whether an evaluation took place or not.
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Fig.8 Data Origin and data
availability for the studies
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aspects. Based on a Prolog implementation of the Event Cal-
culus, they can assess the regulatory compliance of recorded
process executions w.r.t. a clinical guideline. As another
example, [52] uses ProM to compare the activities and tim-
ings of public procurement data provided by a government’s
open data portal with the activity orderings and timings pre-
scribed by relevant regulation.

For compliance checking techniques, we observe almost
exclusively declarative applications (15 out of 17), regard-
less of domain. For example, [78] use ProM’s LTL checker
to assess the regulatory compliance of a company’s trade and
customs procedures, for which they manually create formal
regulatory constraints from relevant statements of the regu-
lations. The prescriptive model is imperative in nature only
in two studies, for example in [24] where it serves to derive
event queries for use with CEP. The overall prevalence of
declarative applications may be linked to mechanisms used
for regulatory compliance monitoring, such as CEP, where
instead of alignments with an imperative process model,
done so in imperative conformance checking techniques
[8], standing queries are evaluated against observed process
event data [24] to determine compliance or non-compliance.

Process Perspective As to the process perspective, we pro-
vide an overview of our findings in Fig. 9b a .

We observe that control-flow constraints are always
assessed in the 41 studies that apply conformance checking.
All other perspectives, being temporal (14 times), data (24
times), and resource (14 times), are used in various combina-
tions in around half of the applications, with a prevalence of
data constraints. Notable is that all hybrid applications assess
both data and resource perspectives. Hence, relevant process
perspectives seem to be important in the choice of technique.

Compliance checking techniques, on the other hand,
appear more multifaceted — almost always more than two
process perspectives considered: all 17 studies assess control
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flow aspects, while twelve of 17 times temporal, and 15 of
17 times data aspects are assessed; the resource perspective
is used eight of 17 times. Notably, two of the five compliance
checking studies where the temporal process perspective is
not considered are also the two imperative compliance check-
ing studies we found in our search [24, 82]. This appears to be
related to the imperative nature of the approach’s technique,
where temporal aspects were not formalized, and thus, as in
the case of conformance checking, the process perspectives
seem related to the choice of technique.

Application We identify that the majority of conformance
checking applications (38 of 41) are conducted with tools,
but not in an automated or real-time fashion. More con-
cretely, we only note three applications that are automated
and two that are real-time. One of these real-time studies
proposes an automated approach, where clinical events cre-
ated during patient treatment of unstable clinical angina are
pre-processed using i.a. NLP techniques, constructed into
traces, and checked against compliance rules describing the
treatment process. Potential violations are sent directly as
feedback to the clinical information system, allowing clin-
icians to react and remedy or accept compliance violations
[42]. Finally, all other applications rely on tool support for
conformance checking; for example, in [59] ProM is used
for checking conformance to a Declare-based prescriptive
model. From this, we conclude that existing conformance
checking tools, especially ProM, have been disseminated
widely and reached acceptance in the scientific commu-
nity. Notably, automated/real-time conformance checking
applications are limited to the healthcare and manufacturing
domain, potentially due to the presence of information sys-
tems in hospitals and production chains allowing for detailed
event log recording and automatic application of confor-
mance checking techniques.
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For the compliance checking studies, we identify tool-
supported uses in all but one of 17 cases. Concretely, we
observe multiple prototypical implementations [12, 21, 24,
80, 84, 85], which usually take an event log as input that is
replayed against the constraints of a provided prescriptive
model. We also see ProM plugins being used [9, 78, 81], and
tools such as the SeaFlows® compliance checking framework
[9, 83] or the Regorous tool set” [76] used for compliance
checking. Notably, only in one instance an automated, real-
time technique is applied, where compliance is monitored
continuously and alerts are triggered in real-time [84].

Expert Knowledge For the final aspect of the action phase,
we consider the need for expert knowledge in uses of regula-
tory compliance monitoring. Figure 10 displays an overview
of our findings.

Of all the conformance checking contributions, around
two thirds (27 of 41) explicitly reference the need for expert
knowledge, either in operationalizing the regulations into a
prescriptive model for conformance checking, in the applica-
tion of conformance checking, or in interpreting the results.®
For example, [59] relies on clinical experts for interpret-
ing the conformance checking results, and [52] conducts a
validation interview with procuring entities to confirm and
contextualize the respective findings. Further, how expert
knowledge concretely contributes is often not mentioned in
detail, but instead, only the resulting prescriptive model or
interpretation is presented (e.g. in [54], the use of expert
knowledge in the form of a medical specialist for the defini-

6 See https://www.uni-ulm.de/in/iui-dbis/forschung/abgeschlossene-
projekte/seaflows/ [Accessed: 18/11/2024]

7 See https://research.csiro.au/data61/regorous/
11/11/2024]

8 Similar to the model validation, the remaining studies made no explicit
reference to such a requirement; therefore we only differentiate between
explicit needs for expert knowledge and no reference to such a need.

[Accessed:

(b) Compliance studies

tion of the case study is mentioned, but the exact input of the
expert and to what end remain not known). Notably, we see
that 18 out of 21 applications in healthcare, two of three appli-
cations in public services and four out of seven applications
in finance explicitly require expert knowledge throughout
the application, a higher ratio than in any other application
domain with at least two studies that we identified. This might
be explained by the difficulty of operationalizing regulations
and deriving prescriptive models for conformance checking
in this domain compared to others. A potential reason might
lie in the language and wording specific to these domains, or
the implicit domain knowledge required for interpreting the
regulations correctly.

As to the compliance checking studies, six of 17 (i.e.
slightly more than a third) explicitly mention a need for
expert knowledge. For example, [24] mentions the need for
a domain expert to determine appropriate timeout settings in
the application of their approach.’ This lower share of stud-
ies with explicitly required expert knowledge might also tie
back to the primary purpose of improving compliance check-
ing techniques, which, compared to improving actual process
compliance, would require less expert aid in operationalizing
rules for regulatory compliance monitoring.

4.3 Reflection

Finally, we analyse the results and their visualization. An
overview of our findings is provided in Fig. 11.

We see that most conformance checking contributions (32
of 41) use quantitative measures, i.e. numerical represen-
tations, to present the conformance checking results. One
example for this is [51], where a table detailing the counts
of conformance violations and fulfilments is provided. Few

9 As above, we exclusively identified explicitly mentioned needs for
expert knowledge.
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Fig. 10 Share of explicitly
required expert knowledge per
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(a) Conformance studies

studies (seven in total) employ a qualification, such as [38],
where a differentiation is made between strong compliance,
conditional compliance, and non-compliance. Further, less
than half of the studies (i.e. 16) elaborate further on those
measures by break-down and comparison, for example [10]
compares the most frequent variants and their conformity. 20
of 41 studies localize and show violations or further results
in, e.g. a process model. One example of this is [50], where
individual traces and occurring violations are considered and
related to the general fitness value. However, more than two
thirds (i.e. 29 of 41) explain and diagnose the observed vio-
lations in context and discuss potential causes and remedies,
such as [56], where violations are explained by confirmed
measurement errors and a previously undetected collision
of robotic arms in a manufacturing process. Additionally, it
should be noted that studies are not limited to one way of pre-
senting the results, but usually use multiple representations
throughout.

@ Springer

(b) Compliance studies

Moreover, we see that all but two of the conformance
checking studies relying on imperative techniques use quan-
titative measures for representing results and no qualification.
In contrast, half of the declarative applications employ
qualitative measures and the other half quantitative ones.
Additionally, both imperative and declarative techniques (15
of 28, respective five of eleven) localize and show violations,
but less often compared to qualifying or quantifying results.
However, explanations and diagnoses appear to be relatively
frequent (19 of 28, respective nine of eleven times) in declar-
ative applications. As to hybrid applications, it is notable that
all types of results are covered, and a focus seems to lie on
qualifying and explaining diagnoses. Thus, it appears that
the conformance checking technique chosen in the applica-
tions is related to the results and their contextualization and,
therefore, should be chosen with care.

For the compliance checking studies, we observe that
around half of them (i.e. nine of 17) localize and show vio-
lations. We also see that almost two thirds (i.e. eleven) of the
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17 studies quantify conformance. For instance, one of the
two imperative compliance checking studies [24] provides
a numerical assessment of overall and average violations
per type, and the share of violating process instances. How-
ever, in comparison to conformance checking techniques,
we do not observe aggregate measures such as fitness val-
ues; instead, compliance violations are usually counted. Four
out of 17 studies provide a qualified conformance assess-
ment (e.g. [21] where besides a quantification, for each
state and each constraint, a violated/non-violated indicator
is shown). Less frequent are break-downs and comparisons,
which are presented only in two of 17 studies (for example,
[21] where compliance information is shown for separate
execution instances), as are explanations (eight out of 17
studies), such as [24], where an explanation for a particu-
lar type of constraint violation is provided. Notably, the only
studies to break down and compare compliance are two stud-
ies that aim to demonstrate compliance checking techniques,
perhaps in order to showcase the potential of compliance
checking techniques for nuanced analyses.

5 Discussion

Following the analysis of the studies that apply conformance
checking and other data-driven techniques for regulatory
compliance monitoring, we discuss and contextualize our
findings along our research questions.

5.1 RQ1 — Identification of existing contributions

The SLR has identified 58 existing contributions that con-
cretely monitor business processes for their regulatory com-
pliance. We have found that the majority of conformance
checking studies are focussed on the domain of healthcare,
finance, and public services. For compliance checking uses,
we see various domains, such as healthcare and finance, with
a slight skew towards trade and supply chain settings. From
a temporal perspective, the research interest seems to have
shifted from investigating compliance checking towards con-
formance checking for regulatory compliance monitoring.
Several reasons might exist for this, such as an increased
attractiveness of process-mining related research due to spe-
cialized venues and outlets, or, as we will discuss further
below, the need to demonstrate the applicability of con-
formance checking for regulatory compliance monitoring
purposes. Notably, we observe that a large share of con-
formance checking studies focuses on demonstrating and
improving compliance monitoring techniques, especially in
healthcare and finance. For the compliance checking studies
we investigated, we also observe a larger focus on improv-
ing compliance monitoring techniques than on demonstrating
their application or improving actual process compliance.

While a wide range of domains is covered, to either improve
or demonstrate techniques, or to improve process compli-
ance, we see that regulations related to broader issues such
as sustainability (see e.g. [11]) are not at all represented,
neither from the conformance nor the compliance perspec-
tive. Given increasing societal demands for compliance with
environmental objectives, we argue that future research on
regulatory compliance of business processes could — and
should — take a more active interest in this regard.

5.2 RQ2 — Characteristics of existing contributions

Next, we look at the steps necessary for regulatory compli-
ance monitoring of business processes with conformance and
compliance checking techniques.

Characteristics of Conformance Checking Uses

As to the characteristics of the identified conformance
checking uses, we have underlined that the operationalization
of regulations into prescriptive models is, so far, a man-
ual process, that often is in need of expert knowledge for
interpreting the regulations. There also seems to be a lack
of reporting regarding the validation of prescriptive models,
either due to a lack of access to expert knowledge, or due to
the general difficulty in deriving them from relevant regula-
tions in a sound way. This ties back to the point raised above,
where, when using conformance checking techniques in par-
ticular for regulatory compliance monitoring, the prescriptive
model must also be proven to be regulatory compliant [7]—
which is not reported upon in more than two thirds of the
applications. Contributions that aim at automatically creat-
ing prescriptive models and incorporate expert knowledge
in a more explicit manner could provide a benefit here, and
some research in this direction has already been started [11,
871.

In contrast to the literature review by Dunzer et al. [15],
we see a wide range of process perspectives being assessed
together. This illustrates the importance placed on data, time,
and resource perspectives for regulatory compliance check-
ing with conformance checking. Further, a noticeable focus
on imperative techniques exists in the investigated confor-
mance checking studies. While domains such as healthcare
appear especially suited for declarative techniques, there is
significant potential to show how (and in how far) declar-
ative conformance checking techniques are applicable for
regulatory compliance monitoring in areas such as software
development, IT service management or science. This might
allow developing further guidance on when to apply which
conformance checking techniques. Almost all applications
are tool-supported, meaning they employ established con-
formance checking tooling for the analysis of regulatory
compliance, and only some are applied in an automated or
real-time fashion. Moreover, we see that the choice of confor-
mance checking techniques seems to be related to the overall
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results and visualization of insights. In general, we observe a
focus on quantitative analyses and less often on explanations
and qualifications in imperative applications, with declarative
applications focussing additionally on qualitative analyses,
as well as explanations and diagnoses. Localizations of vio-
lations and break-downs are less common. This seems to
imply that declarative conformance checking applications
revolve more around providing context and explanations to
end users, whereas the main focus of imperative conformance
checking lies in providing high-level numeric measures, and
explanations for them. Consequently, the type of technique
should be chosen depending on the regulatory constraints and
the overall intended types of results. Finally, we see a focus
on real-world process event data being used in the studies,
although this data is rarely made available.

Characteristics of Compliance Checking Uses Charac-
terizing identified compliance checking uses, we have shown
that the operationalization of regulations is, similar to the
conformance checking studies, done manually, while expert
knowledge appears to be needed infrequently. This may be
due to a focus on technique improvement in the studies
we analysed. Similarly, prescriptive models are hardly vali-
dated. However, this may also be due to the fact that studies
where technique improvement is the main objective do not
necessarily require a validation, but rather just need to be
plausible in showing their applicability. Perhaps it might
also be comparatively easier to formalize declarative con-
straints in compliance checking approaches, since we also
identify a noticeable focus on declarative techniques. We
also see a wide range of process perspectives being assessed
together, with almost all studies assessing at least three pro-
cess dimensions together. This could mean that the types of
techniques used in compliance monitoring approaches are
very expressive regarding the process dimensions they can
cover, especially declarative techniques. In terms of pro-
cess event data, there is a prevalence of real-world data,
whilst the data is rarely made available. Tool-based usage
is observed almost exclusively, as well as a prevalence on
compliance quantification and localization. Notably, break-
downs and comparisons of compliance only happen in two
studies, which aim to demonstrate usages of compliance
checking.

Commonalities and Differences

Comparing the two angles for monitoring regulatory
process compliance, we note that compliance checking
techniques are primarily declarative, while conformance
checking techniques range from largely imperative, to declar-
ative and a few hybrid ones. While conformance checking
approaches have been described as “unsuitable” for moni-
toring process compliance due to their techniques’ focus on
an imperative perspective [6], we see a share of declarative
conformance checking applications painting a more nuanced
picture.
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Another difference lies in the range of process perspec-
tives: while both angles almost always take the control-flow
dimension into account, compliance checking techniques
generally consider more perspectives simultaneously, while
for the conformance checking field we observe many uses
where only one or two dimensions are analysed together.
Thus, compliance checking approaches appear a degree
more expressive in the process perspective they capture
than conformance checking approaches, especially regard-
ing temporal constraints. We conclude that, depending on
whether the regulatory constraints under consideration per-
tain to multiple process dimensions or just one or two,
conformance and compliance checking techniques differ in
their applicability. In particular, if the constraints are more
straightforward to express declaratively and relate to mul-
tiple process dimensions, declarative compliance checking
techniques could be more useful.

Looking at the motivation behind the studies, we note
another main difference: Compliance checking studies appear
to be done more for technical reasons (i.e. for improving
techniques), whereas demonstration and process improve-
ment also play a role in conformance checking studies. We
assume that the larger role of demonstration might be because
conformance checking techniques are, as described above,
seen in a less-than-ideal position for regulatory compliance
monitoring and thus need to argue for their applicability in
various settings. The differing goals might also be linked to
the high prevalence of healthcare and finance settings for
conformance checking, since these two settings have use-
able and important regulations that may strengthen the case
of conformance checking, whilst compliance checking stud-
ies might have a broader focus on domains, since they do
not need to argue for their applicability. Similarly linked to
different motivations might be the fact that expert knowledge
is less frequently mentioned as a requirement and prescrip-
tive models are validated less often in compliance checking
studies — when improving techniques, it may be more impor-
tant to have a prescriptive model and an application scenario
that is sufficiently plausible, and not necessarily completely
transferrable into a concrete real-world setting.

In terms of tooling, we observe that both fields make
extensive use of tool-based applications and that there is a
lack of automated/real-time applications; however, confor-
mance checking studies largely use existing tools such as
ProM, whereas prototypical implementations play a larger
role in compliance checking studies. One useful line of
future research, which we elaborate upon below, might
therefore be to consolidate or unify existing compliance
checking approaches. A final difference can be observed in
the results the two different angles provide: Since quantifica-
tion lies at the core of conformance checking, we see numeric
expressions of compliance quite frequently in conformance
checking studies, as well as explanations and diagnoses (per-
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haps due to the high share of real-world studies that aim
to demonstrate and improve processes). While we also see
quantifications in compliance checking studies, these are
usually simple counts of violations and not fitness scores
common to conformance checking; additionally, localiza-
tions appear to be more common in compliance checking
studies. From this, we conclude that the intended outcome
of applying either compliance or conformance checking
techniques for regulatory compliance monitoring should be
considered when deciding on a specific approach.

However, common to both angles is arelatively low valida-
tion of prescriptive models, and the absence of a generalized
approach for deriving these models from relevant regula-
tions. From our analysis, we therefore suggest that future
studies (1.) explicitly describe the source of regulatory con-
straints and justify the choice for specific constraints; (2.)
describe how these regulatory constraints relate to a specific
business process under consideration; (3.) explicitly describe
the design choices and reasoning behind their formalization
into prescriptive process models or process constraints; (4.)
provide an argument for how the formalization is a valid
representation of the regulatory constraints; and (5.) be trans-
parent regarding who was responsible for this formalization,
and whether external expert knowledge was used during
either formalization or validation. As a positive example, [77]
provide a very comprehensive description of how process-
specific constraints are derived from regulatory constraints,
and how they are made to relate to a given event log.

While the prevalent use of real-world process event data
we found in both conformance and compliance checking uses
for regulatory compliance monitoring is certainly commend-
able, a concern is the lack of datasets that are actually made
available. We understand that studies in which the actual reg-
ulatory compliance of business processes is improved could
be unable to publicly share such data, due to e.g. NDAs.
However, for purposes of transparency and reproducibil-
ity, we argue that future studies, especially those aiming to
improve techniques for regulatory compliance monitoring,
should make process event data available in some form.

5.3 RQ3 — Research opportunities

Analysing existing contributions, we see the following
research opportunities (ROs) for future work, summarized in
Table 2: First, the prevalent use of imperative and declarative
techniques, both in conformance checking and compliance
checking usages for regulatory compliance monitoring, hints
at a potential for further investigation of hybrid techniques
and their application for regulatory compliance monitoring
(ROL1). This is underlined by the fact that hybrid approaches
might be able to produce a wider range of results and may use
multiple process perspectives, which we posit could prove
advantageous. Second, in terms of automatization (RO2),

we see a small number of contributions that go beyond using
existing conformance and compliance checking tooling. This
illustrates a potential for further research in the area of truly
automated or real-time regulatory compliance monitoring
with both conformance and compliance checking. Third, we
also determine the potential for research of automated con-
formance checking for regulatory compliance monitoring in
other domains and processes beyond healthcare and man-
ufacturing, which are not yet considered in great numbers
by existing contributions (RO3). For example, monitoring
compliance with sustainability regulations is so far a largely
manual undertaking, that would benefit from demonstrations
of data-driven techniques [11]. Fourth, we identify a need for
approaches and techniques that help in deriving regulatory
compliant prescriptive models for both conformance check-
ing and compliance checking, which are applicable across
a wide range of domains; automating some of the neces-
sary steps also would appear helpful in research and practice
(RO4). Fifth, we also see an opportunity for compliance
checking to be used for regulatory compliance monitoring
in real-world cases, given the comparatively lower share of
real-world studies of compliance checking. In contrast to
conformance checking approaches, which have been amply
demonstrated in various domains and real-world settings,
we believe that demonstrating compliance checking tech-
niques applied in, e.g. the healthcare domain with validated
prescriptive models, would allow further insights into the
applicability of compliance checking techniques compared to
conformance checking techniques (ROS). Finally, given the
high share of prototypical implementations in the regulatory
compliance checking studies, we believe that an extensible
framework for (potentially automated) compliance checking
that provides generic interfaces for developing and imple-
menting compliance checking techniques (similar to how
ProM is used in the conformance checking studies we inves-
tigated) might be a valuable addition (RO6).

In addition to these impulses, we observe in relation to
both conformance and compliance checking approaches for
regulatory compliance monitoring that the role of expert
knowledge is under-illustrated and not detailed upon. To
derive a clear procedure for a more automatic operational-
ization of regulations, including the creation and validation
of prescriptive models, more details are needed. As we
have shown, existing conformance checking studies focus
on analysing and demonstrating the potential of applying
conformance checking techniques for regulatory compli-
ance monitoring. In contrast, compliance checking studies
focus particularly on improving techniques. Therefore, it is
unclear from the current state of the literature what the actual
tasks are that regulatory compliance monitoring is meant to
solve when applied in practice. To develop useful regulatory
compliance monitoring tooling (regardless of whether a con-
formance checking or compliance checking perspective is

@ Springer
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Table 2 Research opportunities of regulatory compliance monitoring

Research opportunity Description

RO1 Uses of hybrid techniques for regulatory
compliance monitoring

RO2 Automated / real-time compliance
monitoring tooling

RO3 Automated conformance checking in
domains besides healthcare and
manufacturing for regulatory
compliance monitoring

RO4 Generalizable techniques for
supporting/automating the creation of
regulatory compliant prescriptive
models for regulatory compliance
monitoring

ROS5 Further application of compliance
checking for demonstration/process
improvement purposes in additional
domains

RO6 Extensible frameworks for
(automated/real-time) regulatory
compliance checking to reduce reliance
on prototypical implementations

pursued), we therefore suggest a structured requirement anal-
ysis of these tasks. A first step into the direction of clarifying
this has been taken in [88], where concrete tasks of confor-
mance checking are elicited to inform more useful visual
representations in conformance checking tools.

5.4 Threats to validity

Notably, our work underlies some limitations which pose
threats to its validity. Arguably, the search terms and criteria
for our SLR, as well as the focus on only four databases,
limit the relevant studies we were able to identify. However,
by incorporating forward-backward searches and by adding
studies through prior knowledge, we sought to limit the influ-
ence of this on our findings, as recommended for ensuring
sufficient coverage [32, 33]. Further, descriptive reviews such
as the one presented in this study do not strive for (exhaustive)
comprehensiveness, but instead conduct structured searches
to identify a sufficient body of works to characterize a broader
field [30]. With forward-backward searches and the use of
expert knowledge, we have taken steps to ensure this suffi-
ciency.

@ Springer

Further, we identified less than half as many relevant
studies in Search B as in Search A, which limits the gen-
eralizability of our findings. Still, the majority of studies we
filtered out for Search B either is not at all related to busi-
ness processes, or focusses on proposing novel or improved
techniques for regulatory compliance monitoring with no
(empirical) evaluations or applications thereof. This may be
due to a difference in what conformance checking-focussed
studies and compliance checking-focussed studies perceive
as a valuable contribution. Indeed, we assume that the field
of process mining (and thus, conformance checking studies)
is more data-driven than the compliance space we aimed
to capture with Search B, leading to a higher prevalence
of conformance checking over compliance checking stud-
ies. Additionally, the term compliance checking is used in
many other fields that are not concerned with monitoring the
regulatory compliance of business process executions.

Moreover, and perhaps the main issue to underline here, is
an overall inconsistency regarding the compliance and con-
formance terminology: In the strictest sense, conformance
checking only relates to the relation between a process
model and an event log and only when specific condi-
tions regarding the checked conformance relation are met,
also prove regulatory compliance [7]. Similarly, compliance
checking at runtime checks the conformance between event
log and regulatory constraints to prove regulatory compli-
ance [7]. Conformance checking approaches that include
other perspectives beyond the control flow, as we have seen
multiple times in our study, can be understood as simulta-
neously checking compliance and conformance [7]. Hence,
the boundary between conformance and compliance check-
ing seems blurry, since conformance checking is commonly
understood as strictly assessing a relation between a pro-
cess model and an event log, and as applying process mining
techniques so that from the relation between process model
and event log information about regulatory compliance might
be gained [7]. As a consequence, as argued by Groefsema
et al., the terminologies have been used inconsistently in
research, too [7]. In order to circumnavigate the difficulty in
establishing whether a study did indeed check compliance or
conformance, we instead assess them based on how they posi-
tion themselves and how we found them in our two searches
(either as compliance checking or conformance checking
studies), and analyse them accordingly. This still allows us
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to compare how the two different viewpoints on data-driven
process compliance monitoring differ in their usage.

Finally, the inductive coding we applied to the studies is
subjective due to the judgement and careful reading required.
We addressed this threat by following a thorough protocol
when analysing the studies, taking detailed notes during anal-
ysis, and resolving uncertainties and disagreements through
discussions.

6 Conclusion and future work

To conclude, we identified relevant contributions that prac-
tically apply compliance monitoring techniques to the reg-
ulatory compliance of business processes. We investigated
properties to characterize them and noted that existing
compliance monitoring approaches are largely only tool-
assisted., and that prescriptive models are always created
manually and infrequently validated. Conformance checking
approaches, in particular, are also reliant on expert knowl-

edge. This underlines a potential for research in approaches
that aid in the knowledge-intense operationalization of reg-
ulations, assess their compliance in an automated fashion,
and provide detailed results beyond numeric assessments.
We also highlighted commonalities and differences between
compliance and conformance checking studies, showing that
usages from those two angles differ to some degree in their
goals, their techniques, and their process perspectives. In
the future, we plan to investigate novel ways of visualiz-
ing compliance violations in a way that is actionable and
contextualizes violations with the corresponding regulations.
Based on the SLR reported herein, we observe that supporting
experts in the derivation of prescriptive models from regula-
tions is a valuable field for future research, which we aim to
address.

Appendix A Coding table
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Table 3 Extracted categories and characteristics

Category Characteristic Description
Domain Business domain of the process to which the study applies compliance monitoring
Goals Improve Compliance The study aims to improve a process to increase its compliance to certain regulations

(non-exclusive)

Prescriptive
Model Creation
(exclusive)

Data Origin
(non-exclusive)

Data Availability
(non-exclusive)

Prescriptive
Model
Validation

Expert
Knowledge

Technique
(exclusive)

Process
Perspective
(non-exclusive)

Application
(non-exclusive)

Results (non-
exclusive)

Improve Techniques
Demonstrate
Manual

Automated
Real-world

Synthetic
Publicly available

Not available

Imperative

Declarative
Hybrid

Control-flow
Temporal
Data

Resource

Manual

Tool-supported

Automated

Real-time

Qualify

Quantify

Break-down & Compare
Localize & Show

Explain & Diagnose

The study aims to improve compliance monitoring techniques, e.g. by extending
existing ones or proposing new ones

The study aims to demonstrate compliance monitoring for a certain process or a certain
domain

A prescriptive model is created through human interaction

A prescriptive model is created automatically by software

The event log data to which compliance monitoring is applied stems from real-world
process executions

The event log data to which compliance monitoring is applied is created synthetically

The event log data to which compliance monitoring is applied is publicly available

The event log data to which compliance monitoring is applied is not made publicly
available

Binary category, indicating whether the prescriptive model was explicitly validated

Binary category, indicating whether domain expert knowledge was explicitly required
for applying compliance monitoring

Compliance monitoring techniques that use an imperative process model as a
prescriptive model are used

Compliance monitoring techniques which use a declarative prescriptive model

Hybrid compliance monitoring techniques combine imperative and declarative
techniques are used

Compliance constraints related to the ordering of process activities

Compliance constraints related to temporal aspects of process activities
Compliance constraints related to data/documents used by the process activities
Compliance constraints related to the resources executing the process activities

Compliance monitoring is performed entirely manually

Compliance monitoring is performed by human interaction with tools (e.g. ProM)

Compliance monitoring is fully automated by software and human interaction is not
mandatory

Compliance monitoring is fully automated by software in real-time and human
interaction is not mandatory

Formal compliance evaluation without quantification (e.g. strong or weak compliance of
a trace)

High-level indication with numbers about the compliance (e.g. fitness value, # of
violations etc.)

Additional charts/tables that further break-down compliance indicators (e.g. average
fitness or # of violations) to compare their distribution across multiple perspectives

Use of process diagrams/visualizations (e.g. Petri nets, BPMN or more general
flowcharts) that localize & show violations or compliance evaluations

A textual description or other means of explaining & diagnosing the compliance
evaluations or violations provided in the article
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